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Cryptographic Attack Vectors
Cryptanalysis, linear cryptanalysis: More traditional

Identify weaknesses in algorithm

Implementation: Newer approach

Find ways implementation leaks valuable information

Sub-categories:

Passive; i.e. timing attacks or power-analysis

Active; i.e. tamper attacks (this is exactly what you think it is)



Power-Analysis Attack Overview
Power-analysis Attack Categories [2]

Simple Power Analysis (SPA)

Differential Power Analysis (DPA)

High-Order DPA

Two types of observable power consumption leakage [1]

1. Transition Count Leakage: Number of bits changed during a period

2. Hamming weight leakage: Number of high-voltage (1-value) bits being 
processed at a given time

Each builds on 
previous



Power-Analysis Attack Generalities

Shared fundamental approach across all types [2]:

“Power consumption of a device[...] is statistically correlated to the 
operations it performs”

This information then yields information relating to the key used

Greater variance in power consumption means greater vulnerability

Power-saving techniques such as those used by Feldhofer, et. al. [3] can leave 
chip vulnerable



SPA Detail
System’s power consumption directly observed

Fundamental power-analysis technique

Major functions (DES rounds, RSA operations) easily observed

Focus on identifying function use (i.e., squaring vs. multiplication) 
to determine parts of key [1]

Some DES & RSA implementations vulnerable

Easy to defend against
All slide data from [2] unless otherwise noted



DPA Detail
Utilizes statistical analysis and error correction

Two-phase attack:

1. Data Collection; in other words, SPA

2. Data analysis

Focuses on statistical analysis of data yielding information on 
relationship between processed data & power use

HO-DPA integrates multiple data collection sources
All slide data from [2]



Hypothetical Models & Comparisons
This is key to DPA: the differential between modeled and measured traces

trace: a set of power consumption measurements taken across a cryptographic 
function [2]

How are the traces compared?

distance-of-mean test: Average used to estimate real mean value.  Only real data is 
direct input to statistical test; inefficient use of model information. [4]

correlation analysis: Real and hypothetical data are direct inputs to statistical test.  
Preferred method, used in this analysis. High correlation means model prediction and 
key assumption likely to be correct.[1,4]

Pearson correlation coefficient used in this case
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Fastcore 
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Fastcore Chip

ASIC implementation of AES on 
0.25um CMOS processor

2Gb/s throughput

16-bit chip input, 128-bit internal 
values computed; necessitates I/O 
buffer

SubBytes & ShiftRows functions order 
changed for efficient implementation

Round keys generated in parallel to 
encryption

3 Measurements on the AES chip

The AES operates on 128-bit data blocks and supports

three key sizes (128, 192, and 256 bits). The encryption

operation consists of four operations: SubBytes, ShiftRows,

MixColumns and AddRoundKey. These four operations

compose one encryption round. For 128-bit keys, the en-

cryption operation starts with a single AddRoundKey oper-

ation followed by 9 identical encryption rounds. There is

a slightly different final encryption round without the Mix-

Columns operation.

3.1 Fastcore

Fastcore is an efficient ASIC realization of the AES

algorithm in a standard 0.25 µm CMOS process with

en/decryption rates in excess of 2 Gb/s.1 Fastcore contains

two separate datapaths for the encryption and decryption

operations. Figure 1 shows a simple block diagram high-

lighting the encryption datapath structure of Fastcore. The

encryption operation is performed on 128-bit values in par-

allel internally, but the external chip interface is limited to

16 bits for plaintext and ciphertext. The input and output

buffers are used to store plaintext and ciphertext values and

transfer them to/from the chip respectively. Each encryp-

tion round requires a round key, that is generated from the

encryption key using a key schedule algorithm. The key

schedule routine is implemented in the Key Expansion Unit.

The round keys in Fastcore are generated on-the-fly, parallel

to the encryption operation.

In Fastcore, the order of SubBytes and ShiftRows has

been changed and the first ShiftRows operation has been

moved to the initial AddRoundKey operation. The result

is a functionally equivalent, but slightly different encryp-

tion round structure seen in Figure 1. This transformation

allows a more efficient implementation in hardware. The

last encryption round shares the SubBytes operation with

the standard encryption round followed by an additional Ad-

dRoundKey operation.

3.2 Measurements

The measurement setup consists of an HP83000 test sys-

tem to provide the chip with the required inputs such as

clock, data, key, control, etc., signals and a Tektronix 784C

sampling oscilloscope with a Tektronix CT-1 current probe

to measure the supply current. Fastcore uses two separate

power supplies, a 3.3V supply for I/O and a 2.5V supply for

the core cells. Only the core power supply has been mea-

sured. In order to reduce switching noise, all measurements

were averaged over 16 times.

1Fastcore was developed by Dominique Gasser and Franco Hug of the

Integrated Systems Laboratory of the ETH Zurich.
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Figure 2: Fastcore Flow Diagram [1]



Implementation Vulnerability
Side-effect of implementation nuance:

ShiftRows operation doesn’t change 
8 MSB’s of AddRoundKey operation

In initial AddRoundKey operation, 
input is encryption key

Focus on power consumption of storage of 
8 MSB’s in register first round

These bits will be the same as the 8 
MSB’s of encryption key!
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MixColumns and AddRoundKey. These four operations

compose one encryption round. For 128-bit keys, the en-

cryption operation starts with a single AddRoundKey oper-

ation followed by 9 identical encryption rounds. There is

a slightly different final encryption round without the Mix-

Columns operation.

3.1 Fastcore
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algorithm in a standard 0.25 µm CMOS process with

en/decryption rates in excess of 2 Gb/s.1 Fastcore contains

two separate datapaths for the encryption and decryption

operations. Figure 1 shows a simple block diagram high-

lighting the encryption datapath structure of Fastcore. The
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The round keys in Fastcore are generated on-the-fly, parallel
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In Fastcore, the order of SubBytes and ShiftRows has

been changed and the first ShiftRows operation has been

moved to the initial AddRoundKey operation. The result

is a functionally equivalent, but slightly different encryp-

tion round structure seen in Figure 1. This transformation

allows a more efficient implementation in hardware. The

last encryption round shares the SubBytes operation with

the standard encryption round followed by an additional Ad-

dRoundKey operation.
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The measurement setup consists of an HP83000 test sys-

tem to provide the chip with the required inputs such as

clock, data, key, control, etc., signals and a Tektronix 784C

sampling oscilloscope with a Tektronix CT-1 current probe

to measure the supply current. Fastcore uses two separate

power supplies, a 3.3V supply for I/O and a 2.5V supply for

the core cells. Only the core power supply has been mea-

sured. In order to reduce switching noise, all measurements
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DPA Methodology: Steps 1-2
Entire Fastcore implementation simulated in HDL

Step 1: Control data collection

Multiple variable inputs given (10000 in this case), all 
encrypted with random, fixed key

Bit changes in REGISTER recorded for each of 10 rounds 
needed for AES

Step 2: Prediction data collection

Same “random” input as Step 1, same “random” fixed 
key

Bit changes for only 8 MSB’s of REGISTER recorded for 
each of 10 rounds needed for AES

Expected result: correlation coefficient between Step 2 and Step 1 is 
higher for first round than others

The HP83000 has been configured to perform an entire

test run. Such a test run consists of initializing the crypto-

chip, loading the encryption key, sending 10 000 plaintexts

and comparing the results with expected values. Because,

the sampling oscilloscope can not sample the entire test run,

the test system has been configured to generate a separate

trigger signal at the beginning of each encryption operation.

This signal has been used to sample and store the current

multiple times for the clock cycles at and around the desired

round of the encryption operation.

Fastcore contains a large number of functional blocks

that can operate in parallel. Special care has been given

to ensure that all unrelated blocks are either idle or compute

the same results during the encryption operation. The de-

cryption datapath is stalled and data I/O is not performed

during encryption. The only other block that is active dur-

ing an encryption operation is the key expansion unit. Since

the same key is used throughout the measurement, the key

expansion unit calculates exactly the same intermediate re-

sults for the same encryption round. The test vectors ensure

that of the 2 758 flip-flops present in the Fastcore, only 128

flip-flops of the encryption round register have data depen-

dent values and contribute to the difference in the power

consumption.

4 A DPA attack using simulated data

The target for our DPA attack were the 8most significant
bits (MSBs) of the Register in Figure 1 after the initial

key addition operation. Because the key used for this oper-

ation is the original key for encryption and the Shift Rows

operation does not change the position of the 8MSBs of the
result of the AddRoundKey operation, we decided to predict

the power consumption of during the storage of these MSBs

in the Register.

We have tried our attack with simulated data before mak-

ing real measurements. This approach enabled us to esti-

mate the difficulty of a real attack, i.e., an attack using real

measurements. To predict the dynamic power consumption

of the Register, behavioral HDL simulations of Fastcore

were used. An advantage of this approach is that it allows

to simulate attacks in an early stage of the design flow.

In the first step of this simulated attack, we have pro-

duced a so-called simulated power consumption file. For

this purpose, we have chosen N random plaintexts and one

fixed, but random key. After each encryption round (clock

cycle), the simulator has written the total number of bit-

changes between the previous and the current values of the

Register to this file. Hence, the simulator has produced

a file which contains a N × 10 matrix (N = 10 000), M1,

with values between 0 and 128.
In the second step, we have chosen the M MSBs of

the Register. For the same plaintexts and key as in the

first step, the simulator has calculated the total number of

bit-changes between the previous and the current values of

these M MSBs of the Register for the initial key addi-

tion. This result was stored in a file as anN×1matrix,M2,

which contains values between 0 and M . In this particular

experiment, we have chosenM as 8.
Then, we have calculated the correlation between all the

columns ofM1 andM2 as follows:

ci = C(M1(1 : N, i),M2), (2)

where i = 1, . . . , 10 and M1(1 : N, i) denotes the ith col-
umn vector of matrixM1.

In step 1 and step 2, the same plaintexts and the same key

were used. The only difference between the two steps is the

difference in the number of bits taken into account when

counting the number of bit-changes. Hence, the values gen-

erated in step 2 are a prediction for the values calculated in

the initial key addition of step 1. If the calculations are cor-

rect, the correlation coefficient of M2 and the first column

of M1 (which corresponds to the initial key addition) must

be significantly higher than the correlation coefficients of

M2 and all other rows of M1. Figure 2 shows that this is

indeed the case.
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Figure 2. The correlation between all the

columns of M1 and M2

In the third step, we have repeated the second step with

a different value for the key. Hence, we have produced an

output file containing the matrix M3. As in step 2, we cal-

culated the correlation coefficient ofM1 andM3:

ci = C(M1(1 : N, i),M3), (3)

where i = 1, . . . , 10.
As we used another key to produce M3, we expect no

correlation between the columns of the matrices M1 and

4

Figure 4: Correlation coefficients between Steps 1 & 2 [1]



DPA Methodology: Step 3

Same random input as Steps 1 & 
2

New random key

Expected result: very little 
correlation

This is “sanity check”

Figure 5: Correlation coefficients between Steps 1 & 3 [1]

M3. Figure 3 shows that this is indeed the case. We con-

clude that our model, which consist of using predictions of

the behavior HDL simulation, makes correct predictions for

the real behavior of the Fastcore chip.
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columns of M1 and M3

In the fourth and last step, we have extended the exper-

iments made in step 2 and step 3 in such a way that a full

DPA attack on L = 8 bits was performed. Hence, we cal-
culated an N × 2L matrix M4. Each column of the ma-

trix M4 contains the prediction for the bit-changes in the

Register for a particular guess of the L attacked key

bits of the initial key addition. Equation (4) shows how we

can calculate the correlation coefficients between the pre-

dictions of all the possible keys and the first column ofM1:

ci = C(M1(1 : N, 1),M4(1 : N, i)), (4)

where i = 0, . . . , 2L − 1.
From the previous steps we can expect that only one

value, corresponding to the correct L key bits, leads to a

high correlation coefficient. Figure 4 shows that this expec-

tation is fulfilled.

We have already demonstrated that our attack setup

works well together with our model. The only question that

remains is how many measurements N are at least needed

to determine the correct key. In order to determine this min-

imum, we calculated the correlation coefficient betweenM1

andM4 for different values of N :

ci,j = C(M1(1 : i, 1),M4(1 : i, j)), (5)

where i = 1, . . . , 10 000 and j = 0, . . . , 2L − 1.
As shown in Figure 5, after approximately 400 plaintexts

the right L MSBs can be distinguished from the wrong L
MSBs. Hence, for the simulated attack, 400 measurements
are sufficient to find the correct LMSBs of the key.
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Figure 5. The correlation between the first col-

umn of M1 and all the columns of M4 for dif-

ferent number of measurements

5 A DPA attack using the measured data

In this section, we present the results of our DPA attacks

on Fastcore using real, measured data. We have let Fastcore

encrypt the same N plaintexts with the same key as used in

the first step of Section 4. The initial key addition opera-

tion occurs during the first clock cycle. The result of this

operation is written into the Register at the rising edge

of the second clock cycle. Hence, we have measured the

power consumption of Fastcore during the first two clock

cycles of the encryption operation. The clock frequency ap-

5



DPA Methodology: Step 4
Guess bit-changes (brute-force): 
28 possibilities for 8 MSB’s

Correlate all possible key 
combination, simulated bit 
changes with data in Step 1

Only one should have high 
correlation for first round bit 
changes

Figure 6: Correlation coefficients between Steps 1 & 4 [1]

M3. Figure 3 shows that this is indeed the case. We con-

clude that our model, which consist of using predictions of

the behavior HDL simulation, makes correct predictions for

the real behavior of the Fastcore chip.
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In the fourth and last step, we have extended the exper-

iments made in step 2 and step 3 in such a way that a full

DPA attack on L = 8 bits was performed. Hence, we cal-
culated an N × 2L matrix M4. Each column of the ma-

trix M4 contains the prediction for the bit-changes in the

Register for a particular guess of the L attacked key

bits of the initial key addition. Equation (4) shows how we

can calculate the correlation coefficients between the pre-

dictions of all the possible keys and the first column ofM1:

ci = C(M1(1 : N, 1),M4(1 : N, i)), (4)

where i = 0, . . . , 2L − 1.
From the previous steps we can expect that only one

value, corresponding to the correct L key bits, leads to a

high correlation coefficient. Figure 4 shows that this expec-

tation is fulfilled.

We have already demonstrated that our attack setup

works well together with our model. The only question that

remains is how many measurements N are at least needed

to determine the correct key. In order to determine this min-

imum, we calculated the correlation coefficient betweenM1

andM4 for different values of N :

ci,j = C(M1(1 : i, 1),M4(1 : i, j)), (5)

where i = 1, . . . , 10 000 and j = 0, . . . , 2L − 1.
As shown in Figure 5, after approximately 400 plaintexts

the right L MSBs can be distinguished from the wrong L
MSBs. Hence, for the simulated attack, 400 measurements
are sufficient to find the correct LMSBs of the key.

0 50 100 153 200 250

0

0.05

0.1

0.15

0.2

0.25

the value of 8 MSBs of the key

c
o
rr

e
la

ti
o
n

Figure 4. The correlations between the first

column of M1 and M4

100 200 300 400 500 600 700 800 900 1000
!0.8

!0.6

!0.4

!0.2

0

0.2

0.4

0.6

0.8

number of plaintexts

c
o
rr

e
la

ti
o
n

the right 8 MSBs of the key 

Figure 5. The correlation between the first col-
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5 A DPA attack using the measured data

In this section, we present the results of our DPA attacks

on Fastcore using real, measured data. We have let Fastcore

encrypt the same N plaintexts with the same key as used in

the first step of Section 4. The initial key addition opera-

tion occurs during the first clock cycle. The result of this

operation is written into the Register at the rising edge

of the second clock cycle. Hence, we have measured the

power consumption of Fastcore during the first two clock

cycles of the encryption operation. The clock frequency ap-
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Simulated Attack Loose Ends

We did this with 10,000 random inputs

In theory, this can be done with as few as 400!

So, how does it pan out in practice?



Practical Implementation

Significant pains taken to reduce noise from measurements

Pre-processed (simulated) values for correlating power draw to 
bit storage used

Finding: with 4,000 random inputs, the correct 8 MSB’s of the 
secret encryption key can be found!



Concluding Comments

Proper hardware configuration to measure system is formidable 
challenge

This is essentially a complexity-reduction attack (remember the 
brute-force against PaX ASLR?)

Careful addition of parallel algebraic operations (in particular 
multiplication) can introduce entropy to thwart some DPA attacks 
[5].
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